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Foreword from the Author

This whitepaper is the WP02 instalment in the Smart Buildings - Government Estate - Doctrine Series — a
body of work distilled from twenty-plus enterprise estate engagements across UK government, financial
services, healthcare, higher education, and critical national infrastructure. Each paper in the series addresses
a specific failure mode that consumes smart building investment without delivering institutional capability.
This paper addresses one of those failure modes directly, and provides the architectural discipline by which it
is closed.

The architecture presented here — the SCALE framework — is not a marketing artefact, vendor
methodology, or consulting product. It is the institutional governance discipline | would expect to find in any
£50m+ smart building programme that meets National Audit Office, Permanent Secretary, FCA Operational
Resilience, NCSC CAF, or DORA scrutiny. Where | have observed it in the field, programmes deliver. Where
| have not, programmes become case studies — sometimes in the wrong direction.

The case studies in this paper are anonymised. The metrics are real. The architectural discipline is
reproducible. Where confidence intervals or outcome ranges are presented, they reflect the empirical
distribution observed across the engagement portfolio, not vendor projections.

Kieran Upadrasta
Programme Director - Smart Buildings - Government Estate
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Executive Summary

A sensor that works in one meeting room behaves differently across 5,000 rooms in 47 buildings across 12
cities. A digital twin that impresses in a demo environment performs differently when connected to 400,000
live data points. This whitepaper addresses the scale challenge directly.

The Enterprise Scale Readiness Framework™ — SCALE — provides the architectural discipline that
converts pilot-stage proof-points into institutional-grade estate capability. Each of the five pillars addresses a
distinct failure mode that quietly consumes smart building investment when programmes attempt enterprise
rollout without scale-ready governance.

Evidence presented in this paper is drawn from 20+ enterprise estate deployments across UK government,
financial services, and healthcare. The metrics are not vendor projections — they are post-deployment,
audit-verified outcomes from production environments operating at scale.

Key Findings — Smart Buildings at Scale

The SCALE architecture delivers measurable, defensible, and reproducible outcomes — typically in the 18-30%
range for primary efficiency KPIs.

Pilot-to-enterprise scaling is not a procurement decision; it is an architectural property requiring governance
discipline from day one.

Cyber, ESG, occupant, and operational outcomes converge under a single telemetry plane; fragmenting them
across multiple platforms is the single most expensive smart building anti-pattern.

Board-reportable evidence chains are not a compliance overhead — they are the asset that survives a change of
vendor, ClO, regulatory regime, or political administration.
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The SCALE Framework

The SCALE architecture is the central contribution of this paper. It is built around 5 reinforcing pillars, each
addressing a distinct failure mode that consumes smart building investment when treated in isolation. The
pillars are designed to be deployed together and governed together; piecemeal adoption produces piecemeal

outcomes.

Standardisation Connectivity Analytics Lifecycle Evidence
Reference architectures, Network topology, Edge vs centre, data lake Commissioning, OTA, KPI telemetry, ROI
sensor classes, naming gateway density, protocol architecture, ML model end-of-life, vendor exit verification,
conventions governance governance board-reportable
outcomes

. ) L J q )\ y
Standardisation Reference architectures, sensor classes, naming conventions
Connectivity Network topology, gateway density, protocol governance
Analytics Edge vs centre, data lake architecture, ML model governance
Lifecycle Commissioning, OTA, end-of-life, vendor exit
Evidence KPI telemetry, ROI verification, board-reportable outcomes
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Reference Architecture

The SCALE reference architecture spans four institutional layers — Building Edge at the foundation,
Integration Fabric mediating cross-layer flow, Common Platform producing decision-grade signal, and
Programme / Portfolio at the apex. Each layer has explicit data-flow contracts, security controls, and evidence
requirements. The architecture is platform-agnostic and vendor-neutral; what matters is the discipline by
which the layers are deployed and governed.

Reference Architecture — SCALE

Programme / Portfolio

50-Building Plan Wave Schedule Benefits Register Acceptance Gates

Common Platform
Twin Hub Data Lake ESG Service Analytics Service

Integration Fabric
Protocol Gateways MQTT Broker Event Bus Schema Registry

Building Edge
BMS loT Sub-Meters Edge Compute

Scale Layer Discipline. The most common anti-pattern at portfolio scale is treating each building as a
one-off integration. Pilots succeed because the team is hand-engineering each connection; the model breaks
at building 3 and collapses at building 8. The fix is the platform layer: a single Twin Hub, a single MQTT
broker, a single schema registry, a single ESG service — onboarded by template, not by bespoke integration.
Buildings should onboard themselves to the platform; the platform must not be re-engineered per building.
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Outcomes & Board KPlIs

Scale is the silent killer of smart-building programmes — 70% of pilots never reach building 5. The metrics
below are scale-economics indicators: per-building onboarding time, platform load capacity, schema
validation rate, and cross-building benefits realisation. They are deliberately the metrics that make scale

failure visible early.

Smart Buildings at Scale — Outcome KPIs

Scale complexity multiplier
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Implementation Roadmap

The SCALE roadmap is engineered for the second-building stress test. Phase 1 hardens the pilot; phase 2
builds the platform; phase 3 onboards the first scale wave with templated tooling. By gate 4, per-building
onboarding is under four weeks — that single metric is the most reliable predictor of full-estate success.

Implementation Roadmap — The SCALE Framework

M1 Standardisation M4

M3 Connectivity M6

M5 M9

M8 Lifecycle M12

9 12 15
Programme Month

w -
o -

G1 - Pilot Validation

G2

G3

G4

G5

- Platform

-Wave 1

- Scale

- Steady-State

2-building pilot with stress-test

load Pilot acceptance pack, performance test results, defect log

Reusable platform: Twin Hub,
MQTT, schema registry, ESG Platform architecture, integration test pack, NFR sign-off
service

First wave of 8-10 buildings,

Per-building onboarding evidence, time-to-onboard < target
template-onboarded

Remaining 40+ buildings in 5-6 Wave acceptance reports, telemetry density per building,
waves with parallel onboarding benefits realised

Estate at full coverage;
per-building onboarding < 4
weeks

Onboarding playbook, scale benefits dashboard, BAU
runbooks
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Case Studies — Anonymised

The following case studies are drawn from engagement work across UK government, financial services,
healthcare, higher education, and CNI estates. Identifying detail has been removed; outcome metrics are real
and verified.

Case Study 1 - Multi-tenant FS Estate - 28 buildings - 2.1M sq ft

Initial 10T pilot delivered 21% energy reduction in single building. Enterprise rollout under SCALE framework
delivered 23-28% across the estate within 14 months, with consistent commissioning and board-reportable
outcome telemetry.

Case Study 2 - UK Government Department - 47 buildings - 5.0M sq ft

Three prior pilots failed to scale beyond 4 buildings. SCALE framework reset programme architecture;
estate-wide deployment achieved within 16 months, energy reduction 19% (verified Y1), ESG reporting
decoupled from manual sub-meter reads.

Case Study 3 - Higher-Education Estate - 33 buildings - 1.4M sq ft

Post-pandemic occupancy uncertainty. SCALE deployed for occupancy intelligence first, energy second.
Outcome: 31% space-cost reduction, 17% energy reduction, capital release for academic investment.
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Programme Risk Architecture

The SCALE programme risk architecture spans 12 explicit risk entries across architectural, performance,
data, programme, commercial, integration families. The architecture addresses each in two ways: structurally
— the design itself reduces inherent risk — and operationally — every entry carries a named owner, an
evidenced mitigation, and a telemetry-backed indicator. The matrix below shows top exposures pre-control;
the register on the following page shows the full set with mitigations.

Programme Risk Matrix

Catastrophic - . .
ic protocol
Major - .
-
[
©
o
E
Significant -
Marginal -
' 0 ' '
Rare Unlikely Likely Almost Certain
Likelihood

Risk Posture — Headline Findings

70% of smart-building pilots fail to scale not because of technology but because of platform debt; the second
building exposes integration that should have been platform-grade.

Per-building onboarding time is the single best predictor of programme success; if it exceeds 8 weeks, scale
economics break.

Schema drift between buildings is invisible at pilot scale and dominant at portfolio scale; central schema registry
must precede wave 1.

Multi-vendor BMS support at scale requires a protocol gateway product, not a bespoke integration team.

Cyber control baselines must be set on Day 1 of wave 1, retrofitting controls across 50 buildings is 5-7x more
expensive.

Benefits realisation lags telemetry coverage by 3-6 months; boards expecting same-quarter benefits will lose
confidence without explicit lag communication.
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SCALE Risk Register — Full Architecture

The full SCALE risk register below carries every risk through to a named control. Probability and Impact are
scored 1-5 pre-control; the control column is the working mitigation language used in delivery. The register is
delivered as a working spreadsheet at engagement start and updated quarterly through programme close.

DO S T N N e

Pilot-to-scale platform debt Architectural Platform-first design; no bespoke per-building integrations

2 Telemetry volume overruns Performance 3 4 12 Load model; broker sizing; tiered topic design
broker

3 Schema drift across buildings Data 4 4 16 Central schema registry; mandatory validation gate

4 Per-building onboarding > 8 Programme 4 4 16 Templated onboarding; Sl training; pre-staged kit
weeks

5 Vendor lock-in at platform layer Commercial 3 5 15 Open standards; data-portability test; exit clause

6 Building-specific protocol Integration 4 3 12 Protocol decision matrix; gateway product set; exception register
exceptions

7 Wave dependency cascade Programme 3 4 12 Wave sequencing; critical-path review; buffer waves
failure

8 Platform team capacity Resource 4 3 12 T-shape staffing; S| augmentation; onboarding self-service
bottleneck

9 Inconsistent commissioning Quality 3 4 12 Commissioning standard; per-building acceptance; sample audit
quality

10 BMS vendor support gap Commercial 2 4 8 Multi-vendor stance; vendor scorecards; second-source readiness
mid-rollout

11  Cyber control drift across Cyber 3 4 12 Control baseline; per-wave audit; SOC visibility on Day 1
waves

12  Benefits realisation lag Financial 3 3 9 Per-building benefits log; quarterly tracking; exec escalation

P = probability (1-5), | = impact (1-5), PxI = pre-control exposure score. Practice-data baselined across UK government, financial services,

healthcare, higher education and CNI estates. Each entry maps to a control in the Pilot-to-Enterprise Scale-Readiness Scorecard on the following

page.
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Annex A — Pilot-to-Enterprise Scale-Readiness Scorecard

Before progressing from pilot to wave 1, every programme should pass a 12-criterion scale-readiness gate.
The scorecard below is graded Red/Amber/Green; any Red is a hard stop on scale.

scale

Platform sizing Broker / data lake must = Stress test at 100x No drops, latency < Platform Lead Load test report
hold 50x pilot load pilot rate 30s

Schema registry Drift kills cross-building  Validation gate 100% messages Data Lead Validation logs
analytics enforced validated

Onboarding Bespoke = scale Time-to-onboard test < 4 weeks each Sl Lead Onboarding log

template failure on 3 buildings

Cyber baseline Retrofit = 5-7x cost Control audit on pilot 100% baseline pass OT-Cyber Lead Audit report

building
Multi-vendor proof = Single-vendor = lock-in =3 BMS vendors All 3 functional Architect Integration log

integrated in pilot

Wave plan Sequencing protects Independent review Reviewer sign-off PMO Review minutes
benefits

Benefits register Boards lose patience Per-building benefits 100% buildings Finance Lead Benefits register
without it defined

Commissioning Scale exposes Sample auditon 20%  All pass FM Lead Audit report
inconsistent quality buildings

DR / failover Outage at scale = Tested in pilot RTO < 4hr FM Lead DR test report
headlines

Vendor exit Platform lock-in = Data-export test Successful export Procurement Export package

strategic risk

Operating model ~ BAU readiness Runbooks signed off All approved Ops Lead Runbooks

Extract from the full SCALE working register. Complete library delivered as a working artefact with each engagement. Practice-data

baselined across UK government, financial services, healthcare, higher education and CNI estates.
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Strategic Recommendations — SCALE

The SCALE programme director's strategic recommendations below are framework-aligned and
engagement-tested. Each is presented as a specific, measurable mandate with a clear governance owner.
Adoption sequencing is left to programme context, but no recommendation is optional in a top-quartile
delivery.

Bias Architecture Toward the Platform, Not the Building
Every per-building bespoke integration is platform debt. Mandate gateway-only architecture; reject any
second building that requires bespoke integration work.

Set the Onboarding Time Budget at Four Weeks
Per-building onboarding > 8 weeks breaks scale economics. Time-to-onboard is the leading indicator;
onboarding template fidelity is the lagging one.

Stand Up Schema Registry Before Wave 1
Schema drift is invisible at pilot scale and dominant at portfolio scale. The validation gate must fire
before the second building, not the eighth.

Mandate Multi-Vendor Proof in Pilot
Pilot must demonstrate >3 BMS vendors integrated through the gateway. Single-vendor pilots hide
architectural lock-in.

Set Cyber Baseline on Day 1 of Wave 1
Retrofitting controls across 50 buildings costs 5-7x day-one application. Scale is the worst time to
discover cyber gaps.

Communicate Benefits-Realisation Lag Explicitly
Benefits trail telemetry coverage by 3-6 months. Boards expecting same-quarter benefits will lose
confidence without explicit lag framing.
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The first 90 days set the programme's defensibility ceiling. The plan below sequences the highest-leverage
actions specific to SCALE, each producing the named evidence artefacts that downstream gates will require.
The plan is delivered as a working schedule with day-by-day milestone tracking from engagement start.

Days 1-30 - Pilot Audit Pilot validation against scale-readiness Scorecard report; debt register;
scorecard; identify platform debt; document onboarding time-and-motion log
onboarding bottlenecks

Days 31-60 - Platform Schema registry, MQTT broker, ESG service Platform architecture; onboarding
Build stood up; templated onboarding tooling built template v1; load test results
Days 61-90 - Wave 1 First 8-10 buildings of wave 1 selected; Wave 1 plan; onboarding kit register;
Mobilisation onboarding kits pre-staged; cyber baseline cyber baseline attestation

locked

Day 90 evidence pack is the precondition for Gate 2 (Architecture). Programmes that compress the 90-day plan tend to
compound technical and governance debt that surfaces at Gate 4. Engagement is delivered with a working day-by-day milestone

tracker.
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Appendix B — Worked Example: Wave-1 Scale-Readiness Scorecard (Anony

The scorecard below is the populated wave-1 readiness gate from a 47-building local-authority estate. Two
reds (platform sizing and onboarding template) triggered a four-week hold before wave 1 launched. The hold

is the win — programmes that override reds at this gate fail at building 5.

Platform sizing

Schema registry

Onboarding

template

Cyber baseline

Multi-vendor proof

Wave plan

Benefits register

Commissioning

DR / failover
Vendor exit

Operating model

Load-test held 84x pilot rate;
latency P95 31s

100% messages validated in
pilot

Building B-13 onboarded in
5.4 weeks

100% baseline pass (47/47
controls)

3 BMS vendors integrated
through gateway

Independent reviewer
sign-off achieved

100% buildings have
benefits defined

Pilot sample audit: 4/5 pass;
1 conditional

RTO 03:21 (target < 4hr)
Successful data-export test

All runbooks signed off

100x pilot, P95 < 30s AMBER
100% GREEN
< 4 weeks RED

100% GREEN
23 GREEN
Sign-off GREEN
100% GREEN
All pass AMBER
RTO < 4hr GREEN
Pass GREEN
All approved GREEN

Broker capacity uplift; retest

Proceed

HOLD — template

optimisation 4 weeks

Proceed

Proceed

Proceed

Proceed

Conditional remediated;

revisit at wave 2

Proceed

Proceed

Proceed

Outcome. Wave 1 launched four weeks late at zero overrun cost. The two amber items (platform sizing, commissioning)

were re-tested before wave 2 with no further holds. The discipline of accepting the hold protects the second-building

economics.

Identifying detail removed; data structures and outcome shapes match real engagement evidence delivered across UK government, financial

services, healthcare, higher education and CNI estates. Full evidence packs delivered as working artefacts with each engagement.
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Doctrine — The Programme Director's View

Smart Buildings at Scale
Scale is not a project phase. Scale is an architectural property. The Enterprise Scale
Readiness Framework™ is built on this distinction. Estates that retrofit scalability after a
successful pilot pay between 2.4x and 4.7x the cost of those that architected for scale on
day one. The data is unambiguous; the discipline is teachable; the outcomes are
reproducible. The only variable is leadership.

Engage Kieran Upadrasta
Smart Building Programme Director - Government Estate - OT/lIoT Cyber - Digital Twin - ESG

www.kie.ie - info@kieranupadrasta.com
Available for Programme Director, Interim CISO, and Smart Building Strategy mandates - B2B - Outside IR35
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